
Financial Statement Fraud 

Management’s and Auditors’ Responsibilities 
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Introduction 

 Management and 

auditors each have 

their own 

responsibilities for 

ensuring that the 

financial statements 

are not materially 

misstated due to 

financial statement 

fraud.   
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Management’s Responsibilities 

 Identify and assess the circumstances, 
conditions, and factors that can lead to financial 
statement fraud. 

 Assess and manage the risk of financial 
statement fraud associated with the identified 
circumstances, conditions, and factors. 

 Design and implement an adequate and 
effective internal control process for the 
prevention and detection of financial statement 
fraud. 
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5 of  137 

Code of Conduct 

 Management, with 

the assistance of the 

board of directors, 

typically establishes 

a company’s code of 

conduct.  

 This code is 

commonly referred to 

as a company’s 

“ethic.”  
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Sarbanes-Oxley 

 The CEO and CFO must certify that they: 

• Have reviewed the annual and quarterly reports 

• Have no knowledge of the reports containing any untrue 

statement of a material fact or having omitted any material 

facts 

• Believe the financial statements and other financial 

information fairly present, in all material respects, the 

financial condition and results of operations for the period 

presented 

 

6 of 43 
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Sarbanes-Oxley 

 The CEO and CFO must certify that they: 

• Are responsible for establishing and maintaining internal 

controls 

• Have designed internal controls to ensure that material 

information is made known to the signing officers by 

others within the entity 
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Sarbanes-Oxley 

 The CEO and CFO must certify that they: 

• Have evaluated the effectiveness of the entity’s internal 

controls within 90 days prior to the report date 

• Have presented in the report the signing officers’ 

conclusions regarding the effectiveness of the entity’s 

internal controls as of the date of the prior evaluation 
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Sarbanes-Oxley 

 The CEO and CFO must certify that they have 
disclosed to the entity’s independent auditors 
and audit committee: 
• All significant deficiencies in the design and operation of 

internal controls adversely affecting the entity’s ability to 
record, process, summarize, and report financial data, and 
have identified to the auditors any material weaknesses in 
internal controls 

• Any fraud, material or not, involving management or other 
employees having a significant role in the entity’s internal 
controls 
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Sarbanes-Oxley 

 The CEO and CFO must certify that they have 

indicated whether there are significant 

changes in internal controls or in other factors 

that could significantly affect internal controls 

subsequent to the date of their evaluation, 

including corrective actions in response to 

significant deficiencies and material 

weaknesses. 
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Audit Committee 

 Members and directors must be independent 

to the entity. 

 The audit committee should be composed of 

a minimum of three members, each of whom 

is financially literate and at least one of whom 

has accounting or financial management 

expertise. 
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Audit Committee 

 Audit committees must have a formal 

written charter, backed by the support and 

authority of the board of directors, 

documenting the committee’s 

responsibilities. 
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Audit Committee 

 The audit committee 

must be provided with 

the authority to 

select, evaluate, and 

replace the 

independent auditor. 
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Audit Committee 

 The audit committee must receive a written 

document from the independent auditor 

outlining all relationships and services 

between the independent auditor and the 

entity to ensure objectivity and independence 

are not impaired. 
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Audit Committee 

 The independent auditors must discuss 

with the audit committee the auditor’s 

judgment about the quality of the entity’s 

accounting principles, disclosures, and 

degree of aggressiveness or conservatism. 

 The independent auditor must perform an 

interim financial statement review, in 

accordance with AU 722, prior to the entity 

issuing the 10-Q. 
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Auditor’s Responsibility to Detect Financial 

Statement Fraud: A Brief History 

 The first auditing text listed three objectives of the audit: 

• Detection of fraud 

• Detection of technical errors 

• Detection of errors in principle 

 By the late 1930s, there was a visible change in auditors’ 

willingness to accept responsibility for detecting fraud as a 

purpose of an audit of financial statements. 

 The revolutionary change in auditors’ willingness to accept 

responsibility for detecting fraud as a purpose of an audit of 

financial statements was culminated in the issuance of  SAP 

No. 1.  SAP No. 1 stated that the ordinary examination of  

financial statements by auditors was not designed to 

discover all defalcations, because that is not its primary 

objective. 

  

  

2-1 
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Auditor’s Responsibility to Detect Financial 

Statement Fraud: A Brief History 

 In the 1950s, SAP 30 stressed that an auditor  had an obligation 

to be aware of the possibility that defalcations may exist, but 

made it clear that an auditor had no responsibility to go beyond 

that minimum duty. 

• BE AWARE OF DEFALCATIONS AND IRREGULARITIES 

 In 1978, the Cohen Commission issued a report that highlighted 

the gap between auditor performance and financial statement 

user expectations. 

 In 1977, SAS 16 required the auditor to search for errors and 

irregularities, but it did not require the auditor to detect them. 

  

  

2-1 



18 of  137 

Efforts Related to the Role of Auditors 

 SAS 53 extended the auditor’s responsibility beyond 

what was required by SAS No. 16. 

 SAS 53 required auditors to design audits to provide 

reasonable assurance of detecting errors and 

irregularities. 

 SAS 53 was designed to narrow the expectation gap 

between assurances provided by auditors and the 

expectations of financial statement users. 

 SAS 53 required auditors to provide reasonable 

assurance that material irregularities would be detected. 

2-3 
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SAS No. 82 

 In 1997, the AICPA responded to various 
calls for improved auditing guidance related 
to the detection of material misstatements 
due to fraudulent financial reporting. 

 SAS 82 was only successful in narrowing 
the expectation gap if, as a result of 
applying the standard: 
• Auditors detected more fraud, sooner 

• The standard was successful in convincing 
financial statement users that auditors should not 
be expected to detect all financial statement 
fraud. 

2-4a 
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SAS No. 82   

 Clarified the fraud detection responsibilities of 

CPAs 

 Provided guidance to those who perform 

financial statement audits 

 Offered instructions on how the 10 Generally 

Accepted Auditing Standards (GAAS) should be 

interpreted and followed 

 Provided guidance on how financial statement 

auditors consider the possibility of fraud when 

exercising due professional care, planning an 

audit, evaluating internal controls, and gathering 

sufficient, competent evidentiary matter to 

support the audit opinion 

 

 

 

2-4b 
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Key Provisions of SAS 82 that 

Helped GAAS Auditors Better Detect  

Financial Statement Fraud 

 SAS 82 was the first auditing standard that solely addresses fraud. 

 SAS 82 was the first GAAS auditing standard to use the term fraud. 

 SAS 82 made it clear that the auditor’s responsibilities with respect to 

fraud extend throughout the entire audit. 

 SAS 82 required GAAS auditors to document how they assessed the 

risk of fraud in their audits. 

 SAS 82 required GAAS auditors to document how they responded to 

the risks of fraud they discovered in their audits. 

 SAS 82 emphasized the need for “professional skepticism.” 

 SAS 82 provided specific guidance to auditors about the kind of risks 

they must consider. 

 SAS 82 required GAAS auditors to ask management specifically about 

the risks of fraud. 

2-5 
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External Auditor’s Responsibility 

AU 316 

1. Description and Characteristics of Fraud 

2. Professional Skepticism 

3. Engagement Personnel Discussion 

4. Obtaining Audit Evidence and Information 

5. Identifying Risks 
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External Auditor’s Responsibility 

6. Assessing the Identified 

Risks 

7. Responding to the 

Assessment 

8. Evaluating Audit Evidence 

and Information 

9. Communicating Possible 

Fraud 

10. Documenting 

Consideration of Fraud 
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Descriptions and Characteristics of 

Fraud 
 AU 316 specifically identifies the following two 

categories of financial statement 

misstatements due to fraud:  

• Misstatements due to fraudulent financial reporting 

• Misstatements due to misappropriation of assets 
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Misstatements Due to Fraudulent Financial 

Reporting 

“Intentional misstatements or omissions of 

amounts or disclosures in financial 

statements designed to deceive financial 

statement users . . .”  
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Misstatements Due to Fraudulent Financial 

Reporting 

Fraudulent financial reporting can be 

accomplished through: 

 Manipulation, falsification, or alteration of 
accounting records or supporting documents. 

 Misrepresentation or intentional omission of 
events, transactions, or other significant 
information. 
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Misstatements Arising from Misappropriation 

of Assets 

 Embezzling receipts 

 Stealing assets 

 Paying for goods and services not received 

 False or misleading records or documents 

Misappropriation of assets can be 

accomplished through: 
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Three Conditions for Fraud  

Incentive 

(Pressure) 

Opportunity – Level 

of Internal Controls 

Attitudes/Rationalization 
High 

Risk 

Source: W.Hillison, D. Sinason, and C. Pacini, “The Role of the Internal Auditor in Implementing SAS 82,” 

Corporate Controller, July/August 1998, page 20.  
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Professional Skepticism 

 The auditor should perform an engagement 

with the approach that recognizes the 

possibility of a material financial statement 

misstatement due to fraud, regardless of prior 

experience with the entity and regardless of 

the auditor’s opinion as to management’s 

honesty and integrity. 
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Why Auditors Fail to Detect Material 

Misstatements 

 Over-reliance on client 
representations (oral or written) 

 Failure to corroborate client 
representations with other audit 
evidence 

 Lack of awareness that observed 
condition may indicate a material 
fraud (do not recognize the 
SYMPTOMS) 
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Why Auditors Fail to Detect Material 

Misstatements 

COMPLACENCY AS THE ENEMY: 
 

Staff Auditor Slogan?? 

“Mine is not to reason why,  

Mine is but to tick and tie!” 
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Skepticism 

 We do not doubt the honesty of 

management but we ask for 

corroborating evidence 

 Non-believer in the absence of 

compelling evidence (neutrality is 

abandoned) 
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Skepticism 

“You see things that are and say, 
‘why?’ But I dream things that 
never were and say, ‘why not?’”  

    - With apologies to George 

   Bernard Shaw  
 

Pursue the “why” of what you see. (i.e., 
understanding your observations!) 

Pursue the “why not” of what you should be 
seeing  (i.e., possible omissions, missing 
logical relationships!)  
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How Auditors Lose 

Skepticism 

 Personal relationships with the client 

 Past history 

 Lack of expertise in detecting fraud so 

we let our guard down 

 They only talk to accountants at the 

company (people like them!) 

(OOPS!) 
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Skepticism—HealthSouth 

 A memo to the auditors dated Nov. 11, 1998, from 
a "Fleeced Shareholder," asks various detailed 
questions such as "How can the HS outpatient 
clinics treat patients without precertification, 
book the revenue, and carry it after being denied 
payment?"  

 

 When the memo was received in November 1998, 
E&Y partner Dick Dandurand called CFO Michael 
Martin and general counsel William Horton to 
inquire about the issues (oral inquiry only). 
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Skepticism—HealthSouth 

  “An Ernst & Young auditor testified on Wednesday 
that his company was made aware of accounting 
irregularities at HealthSouth Corp. last June, but 
accepted the explanation of HealthSouth executives 
for the apparent discrepancies. 

  

 Ernst & Young auditor James Lamphron . . . said a 
HealthSouth employee notified the outside auditors 
in late June 2002 about accounting problems at the 
company.” 
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Skepticism—HealthSouth 

  “. . . executives with its outside auditor testified 

Wednesday they relied on only a few people for 

financial data, didn’t audit some accounts and 

didn’t believe a whistleblower’s e-mail last 

summer.” 

 

      (More about tips later) 
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Skepticism—HealthSouth 

  “A second Ernst & Young executive told the federal court that 
an e-mail from former HealthSouth accounting worker Michael 
Vines last June or July described HealthSouth expenses being 
misclassified as assets in three specific accounts.” 
 

 “…auditors spoke to William Owens, the chief financial officer 
for HealthSouth who is now among the former executives 
pleading guilty to fraud. Owens said the adjustments were 
routine and proper and described Vines as a disgruntled 
former employee who had been fired,” Lamphron said. 

 
‘‘We reached a point where we were satisfied with the 
company’s explanation to us.’’ 
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E&Y Congressional Comments—

HealthSouth 
 “We were the targets of a collusive fraud.” 

 “We were given fake documents, altered 
documents and were lied to, over and over again.” 

 “We asked the right questions.” 

 “We sought out the right documentation.” 

 “Had we asked an additional question here, or 
asked for an additional document there, I am 
convinced that the fraud and deceit would have 
expanded to generate another lie, another fake 
document.” 
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Case Study—Baptist Foundation of 

Arizona 
 Not-for-profit agency of Arizona Southern Baptist 

Convention 

 Original purpose was church funding, later the 
purpose switched to selling investments to church 
members ($7.2 million in 1984 to $211 million in 
1985) 

 Related-party transactions to hide real estate losses 
(90 insider-controlled related entities) 

 Ponzi scheme to pay returns to prior investors from 
the new money contributed by new participants 
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Case Study—Baptist Foundation of 

Arizona 
 Clean audit opinion (Andersen) through 1997 

 RED FLAGS!!! 

 High turnover of high-level key staff from April 
through November 1996 (resignations in 
protest) 

 Major tips—not investigated for 1996 (notes 
receivable are not collectible—lunch meeting) 

 NFP status was in jeopardy due to unrelated 
business income 

 Newspaper articles in early 1998— “The Money 
Changers” (management inquiry—NO 
PROBLEMS!!) 

 Unqualified Opinion issued 4/27/98 

 Later? $217 million investor lawsuit settlement   
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Case Study—Baptist Foundation of 

Arizona 
 Auditor failures? 

 Lack of overall skepticism 

 Too heavy reliance on management assurances 

 Failure to talk to employees inside and outside 

of management 

 No expansion of audit work in response to 

credible tips 

-All addressed by AU 316 
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Engagement Personnel Discussion 

 Prior to, or in conjunction with, the evidence-

gathering and information-gathering phase of 

the engagement, all members of the audit 

team should discuss the potential for material 

financial statement misstatements due to 

fraud. 
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Engagement Personnel Discussions—

Required Brainstorming Issues 

 How susceptible is the entity to fraud? 

 What is management’s ability to perpetrate  
or conceal? 

 What are possible methods of 
misappropriating? 

 What is external and internal environment? 

 Potential responses—added procedures 

 Maintain skepticism, including consultation with 
senior members or specialists 
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Which Accounts or Transactions Might Be 

Susceptible? 

 Assets susceptible to theft? 

• Cash  

• Inventory 

• Equipment 

 Accounts susceptible to manipulation? 

• Can be manipulated to desired financial 
statement impact 

• Accounts where it is easier to conceal 
the fraud 

 What preventative controls are in place?  
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How Could Management Perpetrate and 

Conceal a Fraud? 

 Why would they want to 

deceive? 

 What are users looking for? 

• Collateral value? 

• Accounts receivable? (qualifying) 

• Inventory 

• Sales? 

• Operating earnings 

• Earnings? 

• Revenue growth? 
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Consider G/L Account Characteristics 

That Might Aid in Concealment 

 Accounts based on estimates 
(subjective considerations) 

 Little or no audit trail 

 Accounts requiring complex 
calculations 

• (Example: Tons of coal in a 
coal pile) 

 Complex accounting issues or 
transactions (derivatives, 
SPEs, VIEs) 

 Related-party transactions 
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Consider Common Asset Misappropriation 

Schemes  

 Cash 
• Fail to record all deposits 

• Alter bank deposit  

• Under-ringing sales 

• Lapping 

• Forgery 

• Write off A/R and steal the cash received 

• Set up fictitious suppliers 

• Change payees on checks 

• Fictitious employees (ghost payroll) 
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Consider the Risk of Management 

Override of Controls 

 Altering records 

 Fictitious journal entries 

 Intentionally biased 

assumptions in accounting 

estimates 

 Corporate environment 
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Consider Possible Audit Responses  

• Keeps the issues in the minds of 

the team! 

• Overall response? 

• Respond to individual 

accounts 

• Management override 

• Unpredictability in selecting 

audit procedures 
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Engagement Personnel Discussion—

Items to Review (Homework)  

 Analytical procedures on current financials 

 Prior-year financials 

 Prior management letters 

 Selected work papers 

• Control documentation 

• Summaries of audit adjustments 

 Client continuance and acceptance 

documentation 

 Press releases, marketing literature 

 Industry information 
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Engagement Personnel Discussions 

 Set the tone at the top! 

• Management—Control environment and the 

“tone at the top” (demonstrated ethics) set by 

management are important considerations in 

assessing an entity’s internal controls. 

• Auditors—Same truths apply in an audit 

team. “Tone at the top” should be one of 

professional skepticism and should infuse 

the team. 
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Brainstorming Suggestions 

• No dumb ideas or questions (“wild” is OK) 

• No personal ownership of ideas (all are 
immediately owned by the group) 

• Avoid a hierarchy—a world of ideas is to be 
created—senior auditors should not 
dominate the discussion: all members of 
the team should contribute 

• No excessive note-taking—it is an intuitive, 
spontaneous process 
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Obtaining Audit Information and Evidence 

AU 316 requires the auditor to obtain information 

for identifying the risks of financial statement 

fraud. Consequently, the statement recommends 

that the auditor should: 

 Obtain management’s views regarding the risks of fraud. 

 Consider unusual relationships identified during planning. 

 Consider whether one or more fraud risk factors exist. 

 Consider other information. 
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Who Is Management? 

 Not defined by AU 316 

• Consider it to be those signing the 

management representation letter 

• Owner 

• CEO 

• CFO 

• Controller 
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Controller 

Everyone else!!! 

CEO 

CFO 
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Obtain Management’s Views 

 Inquire as to: 

• Management’s awareness 
and understanding of fraud 
and fraud risks 

• Suspicions of fraud 

• Steps management has taken 
to mitigate the identified risks 

• Programs and controls 
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Examples of Inquiries of Management 

 Are you aware of any fraud? 

 Do you have suspicions or have you received allegations of fraud? 

 If someone were going to steal, how would he do it? 

 How could a false entry be entered in the system? 

 What controls have been implemented to prevent theft and 

concealment when segregation of duties is not possible? 

 How do you communicate to employees that fraud is not tolerated? 

 What procedures are in place to initiate, approve, and process non-

routine transactions? 

 What are the fraud risks in your company? 
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Examples of Inquiries— 

Accounting Personnel 

 How active is management in overseeing financial 

reporting? 

 What are the weaknesses in internal controls? 

 Which accounting policies seem too aggressive? 

 Does management use “materiality” to justify 

questionable accounting practices? (“something 

a little less accurate”) 

 To what extent does the owner/manager run 

personal expenses through the business? 

 Have there recently been changes in the ways 

transactions are processed? 

 Are your accounting decisions often overridden? 
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Obtain Views of Others in the Organization 

 Existence or suspicions of fraud 

 Corroborate or lend perspective to 
representations of others  

• Audit Committee 

• Internal Audit Personnel 

• Others 

• In-house legal counsel 

• Selected operating personnel 
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Effective Interviewing 

 Ask the question until you 

understand the response! 

• And can explain it to 

someone else on the 

engagement team. 
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Interview Skills 

 Be businesslike. 

 Do not talk down to the interviewee. 

 Do not accuse (gather information). 

 Shut up and let them talk!! 

 Give them time to answer. 

 Interviewees get uncomfortable with 
periods of silence—wait them out. Pause 
after their answer now and then to see if 
they will give more information.  

 Avoid the use of accounting and technical 
jargon. 

 Be polite. 
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Examples of Signs of Deception— Nonverbal 

Clues 

 Nonverbal Clues 

• Barriers 
• Crossing arms and legs 

• Blocking mouth 

• Distracting noises 

• Signs of stress (lying produces stress) 
• Excessive blinking 

• Lack of eye contact 

• Shut eyes when answering 

• Touching the nose, ear, or lips 

• Rubbing hands 
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Signs of Deception—Verbal Clues 

 Repetition of the question 

 Selective memory—“I can’t recall” 

 Yes or no questions not answered with 
“yes” or “no” 

 Answering a question with a question 
• “What kind of person do you think I am?” 

• “Why do you ask that?” 

 Vague responses 
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Signs of Deception—Verbal Clues 

 Changes in speech patterns 

 Stalling 

 Selective memory—“I can’t recall” 

 Overqualified responses—“To the best of 
my memory” 

 Attempts to add credibility—“I swear to 
God” or “To tell the truth” 
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Other Procedures to Identify Fraud Risks—

Unusual Relationships 

 Consider results of analytical 

procedures in planning the audit 

• Unusual transactions or events 

• Compare expected relationships to 

what is seen  

• Trend analysis 

• Ratio analysis 
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Identifying Risks 

The auditor should consider the information in 

the context of the following three conditions: 

 Incentives and pressures 

 Opportunities 

 Attitudes and rationalizations 

 

However, not all three conditions need to exist 

simultaneously for fraud to exist.  
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Fraud Detection Framework (Reworded) 

1. What fraud exposures exist for this company? 

(What could happen and how?) 

2. If fraud exists, what symptoms should I see? 

3. Do I see those symptoms? 

4. If I do see them, how will I respond? 
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Identifying Fraud Exposures  
(Per AICPA course on Identifying Fraudulent Financial Statement Transactions) 

Fraud  

Exposure  

Rectangle 

Management 

and Directors 

Organization 

and Industry 

Relationships with Others 

Financial Results  

and Operating Characteristics 
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Management 
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Management and the Board 
(Fraud Is Committed by People and Not Financial Statements) 

 Background 

 Past employment 

 Past regulatory or legal problems 

 Frequent changes in employment 

 Criminal background? 
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Management and the Board 
 

 Motivations 

Net worth in the company 

Pressure to meet forecasts 

Unduly aggressive forecasts 

Performance based compensation 

Significant debt covenants 

Focus on stock price 

Tax pressures 
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Management and the Board 
 

 Influence on Others 

 Who has the most influence on the 

company? 

 One or two key people (concentration) 

 Communication of high ethics or 

inappropriate behavior (tone from the top) 

 Set unduly aggressive targets for personnel 

(pressure) 

 Too much involvement in setting accounting 

policies and estimates. 

 (Why is management suddenly so interested in 

accounting principles? 
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Management and the Board 
 

HEALTHSOUTH 

 “. . . the panel released one e-mail in 
which Scrushy ordered his security 
chief to tail a board member . . . to 
‘see what he’s doing.’”  

“. . . subordinates have described him 
as a micromanager up on the minutia 
of HealthSouth’s business.” 
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Level of Influence 
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Management and the Board 
 

 Turnover of Company Management 

 Integrity problems leading to 

high turnover? 

How many changes? 

What reasons for leaving? 

 Remember, four CFOs of 

HealthSouth left before fraud was 

discovered. All five pleaded guilty. 
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Relationship with Others 

 Lenders 

 Is the company highly 
leveraged? 

What serves as collateral—
critical assets? 

Types of covenants 

Banks in unlikely locations 

Relationships with officers of 
financial institution 

Frequent changes in banks 
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Relationship with Others 

 Related-Party Transactions 

 Large/unusual transactions 

 Transactions at strategic times (EOY) 

 Sales of assets 

 Transactions creating intangible assets 

 Financing transactions 

 Significant receivables or payables 
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Relationship with Others 

 Auditors 

 Change of auditors 

 Disagreements 

 Resigned 

 Non-payment 

 Large/unusual transactions 

 Other issues 

 Lawyers 

 Knowledge of company affairs 

 Types of litigation 

 Change without obvious reason 
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 Over the course of the trial, former HealthSouth 
financial officers have testified about the lengths 
they went to keep Ernst & Young and others in the 
dark about the fraud.  

 Former Chief Financial Officer Weston Smith 
admitted in court that HealthSouth was given false 
documents and that in order to give the auditors 
less time for scrutiny, the conspirators would push 
deadlines as tight as possible and dump a lot of 
information on E&Y at the last minute.  

 Scrushy's defense team has also pointed out that 
some of those who pleaded guilty were former 
Ernst & Young employees who knew how to 
manipulate financial reports in ways that would be 
less likely to draw the attention of the auditors. 

HealthSouth Manipulation of 

Auditors 
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Relationship with Others 

 Investors 
 In process of issuing more debt or equity 

 Lawsuits 

 Significant short selling 

 Message boards 

 Regulatory Bodies 
 Management’s disregard or disdain for rules 

 Securities law violations (pattern?) 

 New regulations or rules that cause problems 
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Organization and Industry 

Controller Treasurer

Vice President

Comptroller

Vice President

Administrative Assistant

Director

Staff

Senior

Manager

Director

Manager

Director Director Director

Associate Vice President

Vice President

President

Financial statement fraud is 

sometimes 

masked by creating an 

organizational 

structure that makes it easy to 

hide fraud 
Some industries 

are more risky  

than others 
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Complex Organizational Structure—Example  

  

 

Lincoln Savings (Charles Keating) 

50 subs and related companies 

No business purpose to many 

“Profitable” transactions to straw 

buyers near end of year 

Lincoln sells land 

Related-party makes the loan to the 

buyer to finance the purchase 

Lincoln records the “gain” 
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Complex Structure—Enron 
Headline: “Enron Ties Itself Up In Knots, 

Then Falls Over” 

  

Over 2,000 subsidiaries (3,500 

affiliates) 

23 states 

62 countries 

Use of Special Purpose Entities 

(SPEs) 

97% owned by Enron but 

unconsolidated on books 
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Uses of SPEs (Now VIEs) by Enron 

  

To hide b investments 

For earnings management 

To hide debts (off-balance-sheet liabilities) 

To manipulate cash flows 

To time transactions near year ends to 

meet Wall Street expectations 
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Organization and Industry 

  

Overly complex structure? 

Legitimate purpose? 

Inactive Board? 

Passive audit committee? 

Internal audit department? 

Offshore activities w/o purpose? 

New entity? 

Significant changes? 

High competition/declining margins? 

Declining industry? 

Performance contrary to industry? 
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Assessing the Identified Risks 

Once the auditor has identified specific 

risks of fraud, he must assess the 

company’s programs and controls that 

mitigate or exacerbate identified risks. 
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Five Components of Internal Control 

Consist of the Following 

 Control environment 

 Risk assessment 

 Control activities 

 Information and communication 

 Monitoring 
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Five Components of Internal Control 
(SAS 109.40 and .41) 

1. Control environment—sets tone for  

organization; foundation for other 

components 

2. Risk assessment—identification and analysis 

3. Information and communication 

4. Control activities—policies and procedures   

ensuring that management’s directives are  

carried out 

5. Monitoring—assessing quality of control  

performance 
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Five Components of Internal Control 

(COSO Cube) 
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Control Elements—Environment 

 

  

Integrity 

Commitment to competence 

Management philosophy and style 

Attention and direction provided by the 

Board or audit committee 

Human resource policies and procedures 
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Responding to the Risk of Management 

Override of Internal Controls 

 "Collaborative fraud is maybe 

impossible to detect. On paper, 

HealthSouth had a formidable system of 

internal controls," Lamphron said. "What 

we didn't know was that there was a 

large group of criminals behind the 

scenes . . . who were overriding those 

internal controls." 
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Communication Controls— 

Down and Up!! 

  

Management effectively communicates 

Roles of employees in the system 

How unexpected events should be 

investigated 

That  communication from employees 

of problems and potential fraud is 

welcomed and expected 

Alternative channels of communication 

up the organization  
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Alternative Channels of Communication 

  

Wiping away tears, Harris told Johnson 

he was relieved when an FBI agent and a 

prosecutor showed up in his driveway in 

March after a raid at the company's 

Birmingham headquarters.  

"I knew I could finally get out of this 

mess," said Harris, 32.  
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Monitoring 

  

Is management sufficiently involved to 

identify problems? 

Are recorded amounts compared to 

physical assets? 

Does management regularly review 

operating results and budget variations? 

Does management take follow-up actions 

for identified problems in internal controls? 

Do appropriate personnel reconcile 

significant assets with account records at 

sufficiently frequent intervals? 
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Are Existing Controls Suitably Designed? 

 

  

Specific controls to reduce 

specific risks  

Controls over assets subject 

to misappropriation 

Broader programs to: 

Prevent 

Deter 

Detect 
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The Fraud Risk Assessment Process 

 

  

Consider all previously gathered 

information together (synthesis) 

Condense to potential fraud risks 

Identify those potential fraud risks that 

could result in material misstatement 

Assess those risks and determine 

whether an audit response is  required, 

taking into account the company’s anti-

fraud and internal controls that might 

mitigate the identified risks  



99 of  137 

      Risk Assessment Process 

Team discussions 

Obtain information  

needed to identify risks 

Identify risks that may 

be material 

Assess the identified  

risks 

Respond to the 

assessment 



100 of  137 

Assessing Risk 

 

  

Synthesize the identified risks 

as a way to determine: 

Where the entity is most 

vulnerable 

Most likely fraud types 

Where frauds are most 

likely to be concealed 
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Responding to the Assessment 

The auditor’s response to the assessment 

of the risks of material financial statement 

misstatement due to fraud should include 

the application of professional skepticism 

through the following: 
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Responding to the Assessment 

 Designing additional audit procedures or changing 
current audit procedures to address the identified risk 

 Obtaining additional corroboration of management’s 
explanations or representations through the following: 

• Third-party confirmation 

• Specialists 

• Analytical procedures 

• Examination of documentation from independent 
sources 

• Inquiry of others within the entity 
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Auditor Responds to Fraud Assessment in 

Three Ways 

  

Overall Responses 

Nature, Timing and Extent of 

Procedures 

Address Risk of Management 

Override of Controls 
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Overall Responses 

  

Assignment of appropriate  

personnel (level of expertise) 

Review of management’s 

selection of appropriate 

accounting principles 

Incorporate unpredictability into 

selected audit procedures from 

year to year  
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Nature, Timing, and Extent of 

Procedures 

 

  

Example of changing the nature 

of audit procedures: 

More physical observation 

Added inquiries 

More evidence from 

independent sources 
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Nature, Timing, and Extent of 

Procedures 

 

  

Example of changing the timing of 

audit procedures 

More tests at or near the end of 

the reporting period 

More tests earlier or throughout 

the reporting period 



107 of  137 

Nature, Timing, and Extent of 

Procedures 

 

  

Example of changing the extent 

of audit procedures 

Increased sample size 

Analytical procedures at a 

more detailed level 

Computer-assisted audit 

techniques 
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Nature, Timing, and Extent of Procedures—
Examples 

  

Procedures at locations on a 

surprise basis (inventory observation) 

Inventory counts nearer to year end 

Oral inquiries of major customers 

and suppliers 

Analytical procedures on a more 

disaggregated basis (location, line of 

business, months vs. annual data) 
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Additional Examples of Responses—

Fraudulent Reporting 

  

Revenue Recognition 

Analytical procedures using 

disaggregated data 

Confirm contract terms with 

customers 

Inventory Quantities 

All locations counted on the 

same date 

More detailed comparisons 

from year to year 
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Evaluating Audit Evidence and 

Information 

The auditor’s assessment of the risk of 

material misstatement due to fraud should 

be a continual process due to the 

following conditions that change or 

support an assessment regarding the risk 

of fraud. 
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Audit Process Is Iterative and Nonlinear 

 No set order to the steps (may be 
different on different engagements) 

 The process of gathering, updating, 
and analyzing does not end with any 
particular last step 

 Circular process until you have 
gathered enough evidence to reach 
your audit conclusion 
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Audit Process Is Iterative and Nonlinear 

1. Prevention 

    Programs 

Identify and  

assess risk 

Respond to 

assessed  

risk 

Gather 

information 
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Communicating Possible Fraud 

 If the auditor has identified risks of material 

misstatement due to fraud that have 

continuing control implications, the auditor 

should also consider whether these risks 

represent reportable conditions relating to 

the entity’s internal control that should be 

communicated to senior management and 

the audit committee. 
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Documenting Consideration of Fraud 

 Discussion among engagement personnel 

 Procedures performed to obtain necessary 

information 

 Specific risks of material misstatement 

 If the auditor has not identified improper 

revenue recognition as a risk, the reasons 

supporting the auditor’s conclusion 
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Documenting Consideration of Fraud 

 The results of the procedures performed to 
further address the risk of management 
override of controls 

 Other conditions and analytical 
relationships 

 The nature of the communication about 
fraud made to management, the audit 
committee, or others 
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Summary—AU 316 

 

 
 Understanding the characteristic causes 

and signs of fraud 

 Assessing the risks of a material financial 

statement misstatement due to fraud 

 Planning and performing the audit to obtain 

reasonable assurance about whether the 

financial statements are free of material 

misstatement, whether caused by error or 

fraud 
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Summary—AU 316 

 

 
 Exercising due care in planning, 

performing, evaluating, and documenting 
the results of audit procedures and 
instances of fraud 

 Possessing the proper degree of 
professional skepticism, assuming neither 
dishonesty nor unquestioned honesty of 
management 

 Assigning significant engagement 
responsibilities to audit personnel with the 
experience and training indicated as 
needed by the risk assessment 
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Summary—AU 316 

 

 
 Determining whether significant accounting 

policies are acceptable given the nature of the 

account or transaction 

 Auditing large, unusual, or complex 

transactions 
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Summary—AU 316 

 Evaluating the 

quantitative and 

qualitative significance 

of differences between 

the accounting records 

and the underlying 

facts. 
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Summary—AU 316 

 

 
 Accumulating potential audit adjustments 

and summarizing and evaluating the 

combined effect upon the financial 

statements 

 Reporting all instances of fraud to the 

appropriate level of management: at least 

one level above the personnel involved 
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Summary—AU 316 

 Insisting that 

financial statements 

affected by a 

material fraud be 

modified to reverse 

the affects of the 

fraud or provide a 

qualified opinion 
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Summary—AU 316 

 

 
 Withdrawing from the engagement if 

uncertainties about fraud cannot be resolved 

and management’s cooperation is 

unsatisfactory, and communicating the 

reasons for withdrawal to the audit committee 

of the board of directors 
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Summary—AU 316 

 Informing the 

company’s audit 

committee of fraud, 

except those 

frauds that are 

clearly 

inconsequential 
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Summary—AU 316 

 

 
 Disclosing fraud to outside agencies in limited 

circumstances involving: 

• Reporting a change of auditors on Form 8-K 

• Responding to a successor auditor’s inquiries 

• Responding to a subpoena 

• Communicating with a funding or similar agency 

where required in audits of entities receiving 

governmental financial assistance 



Financial Statement Fraud 

Sarbanes-Oxley  

and Other Statutes 
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Where Is the Line? 

   “It wasn’t always clear what 

constituted getting a competitive 

advantage and what was 

unethical or illegal. Good people 

got caught up in it, not knowing 

how far was too far.”    

  -Kenneth Shropshire, Professor of Business Ethics  

 

 
AGREE? 
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Five Key Areas Affecting  

Publicly Traded Companies 

1. Reporting Requirements  

2. Roles of Directors and Officers 

3. Conduct  

4. Enforcement  

5. Penalties  
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Reporting Requirements 

 Management Certifications—Section 302 

 Off-Balance Sheet and Pro Forma 

Disclosures—Section 401 

 Evaluation of Internal Controls—Section 404 
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Roles of Directors and Auditors 

 Auditor Communications with Audit 

Committees—Section 204 

 Audit Committee Standards—Section 301 

 Prohibition of Executive Loans—Section 402 

 Disclosure of Audit Committee Financial 

Expert—Section 407 
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Conduct—Expand Insider Accountability 

 Improper Influence on Conduct of Audits—

Section 303 

 Insider Trades During Pension Fund 

Blackout Periods—Section 306 
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Prosecuting Financial Statement Fraud 

(Enforcement) 

 Official investigations 

 Federal employment applications 

 Credit applications 

 Visa applications 

 False tax returns 
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Prosecuting Financial Statement Fraud 

(Enforcement) 

 Title 18,U.S. Code, Sections 1001 and 1014  

• 1001 

• Knowing and willful material falsification 

• Tricks, schemes, and devices 

• False, fictitious, and fraudulent representations 

• Violators can be fined and/or imprisoned up to five 
years  

• 1014 

• Knowing and willful falsification 

• Overvaluation of land, property, or security  
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Penalties 

 A $1,000,000 fine 

 30 years in prison 

 Or both 
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Securities Act 

 Periodic financial reports (Form 10-K) 

(Form 10-Q) 

 Description of business in Form 10-K 

 Timely major events report (Form 8-K) 

 Management’s discussion and analysis of 

operations, liquidity, and solvency 
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Securities Act 

 Proxy statements 

 Annual report to shareholders 

 Other information not expressly required 

elsewhere but necessary to make required 

disclosures not misleading 
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Criminal Securities Fraud 

 Title 18, U.S. Code, Section 1348 makes 

securities fraud a federal crime, providing for fines 

up to $250,000 and up to 25 years in prison. 
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Accountant’s and Auditor’s 

Liability 
 Common-Law 

Liability 

• Breach of contract 

• Negligence 

• Gross negligence 

• Fraud 

 Degree of 

Negligence Triggers 

Liability 

• Ordinary 

• Gross 

• Actual fraud 

 Statutory Liability 

• Securities Act of 1933 

• Securities and 

Exchange Act of 1934 

• Criminal liability 


